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Ha 3acelaHMM Y IIPaBIISIOIIErO COBETA
IIporokon ot7. 72 z2oAe

IMosokenne o 3alllHTe NePCOHAJIbHBIX JAHHBIX BOCTIHTAHHHUKOB

IMoauTnka Oe3omacHOCTH NEPCOHAJBbHBIX JaHHBbIX

1.1.00mue nosoxeHus

1. Hacrosimee IlonmoxeHune o 3amuTe MepCOHANBHBIX AAHHBIX BOCIIHTAHHUKOB (manee-
IlonoxeHne) ompenensier TNOPSNOK OpraHW3aUMé U IIPOBEJEHUSI paboT 1o
obecrie4eHHI0 Ge30IIaCHOCTH MEePCOHANBHEIX JAHHBIX BOCIIHTAHHHKOB MBJIOY Ne37
"Kosokonpumk", ux pomuteneit (3aKOHHBIX NpeICTaBUTENIEH) NpU uX 00paboTke B
MH(OPMAIMOHHBIX CHCTEMAX IIEPCOHATBHEIX JaHHbIX (Hanee HCIIIa) 8 MBIOY Ne37
"Komnokonpuuk".

2. Ilonoxenue pa3paboTaHO B COOTBETCTBMH ¢ 4. 1 cr. 23, cr. 24 KoHctutyu
Poccuiickoit ®epnepaunn, @enepanbHBIM 3aKOHOM PoccHItCKO Oenepauur  OT
27.07.2006 Ne 152-®3 «O IIEPCOHAIBHBIX JaHHBIX).

3. IlepeveHb COTPYIHHKOB, NOMyIIEHHBIX K paGoTe ¢ IIEPCOHAIBHBIMU JTaHHBIMH B
HUCI1H, onpenensiercs nprkasom 3asenyiomero MBIOY Ne37 "Komokons4uk".

4. OTBETCTBEHHOCTh 3a OO€CHedYeHHe 6e30MacHOCTH IIEPCOHAIBHBIX JaHHBIX H
Hajnexawero pexuma paborer WICII[IH BosnmaraeTcs Ha INTaTHOrO COTPYAHHMKA
MBJIOY Ne37 "Komokojapuuk" npukazoM 3aseayromero MBJIOY  Ne37
"Konokonpuuk".

5. Omnepatop 06s13aH OIYGINKOBATh WM MHBIM 06pa3oM 06ecTednTh HEOrpaHUYEHHBIH
AOCTYIl K NOKYMEHTY, ONpEIEINIOIIEMY €ro MOIMTHKY B OTHOIIEHMH O06paboTKH
IIEPCOHATBHBIX NAaHHBIX, K CBENCHUSM O Dpealu3yeMbIX TpeOOBaHMAX K 3alldTe
ePCOHATILHBIX JaHHBIX. OnepaTop, OCyIEeCTBISIOWKN c6Op NepCOHATBHBIX JAHHBIX C
WCTIONB30BaHHEM  HWH(GOPMALOHHO-TEICKOMMYHHKAIIMOHHBIX ~ ceTed,  00s3aH
OImyOJIMKOBAaTh B COOTBETCTBYIOIIEH HH(GOPMaLMOHHO-TEIEKOMMYHUKALIUOHHOM CeTH
AOKYMEHT, ONpPEACIAIONINNA €ro MOJMTUKY B OTHOLICHHH 06PaGOTKM MepCOHANBHBIX
AaHHBIX, ¥ CBE/ICHUS O peaNn3yeMbIX TPeOOBaHUIX K 3alIUTe NMEPCOHAIBHBIX JaHHBIX,
a TaKKe O0eCIeYHTb BOMOXKHOCTH JOCTYyNa K yKa3aHHOMY JOKyMEHTY C
HCII0JIb30BaHUEM CpEelCTB COOTBETCTBYIOIIEH UHPOPMALIMOHHO-
TEJIEKOMMYHUKALIMOHHOM CETH.



1.2.061acTh IpHMeHEeHHs! H LeJIb MOJI0KEHHS

1. ITonoxenue pacnpocrpansercs Ha CyGbeKTOB NE€PCOHANIBHBIX NaHHBIX, SBJISIOMIMUXCS
ACTEMH IOMIKONIEHOTO BO3PACTa, POAUTENSIMHA (3aKOHHBIMY [IPEICTABUTEISIMH).
2. O6nacTb NPUMEHEHHS TTOTOXKEHMSI:

a) MoMelleHus: 06paGOTKM U XpaHeHWs [IEPCOHAIBHBIX JAHHBIX, IPHHAJIEKALIHE
OpraHH3alluy;

6) anmapaTHele W NpOrpaMMHbIE CpencTBa, obecneduBarome o6paboTKy H
XpaHEHHE NIEPCOHANBHBIX JaHHBIX;

B) XpaHWIHINA HOCHTeNel nHOpMaIuu, conepkameit IIEPCOHANIbHBIE JaHHEIE.

3. Ilesnb aHHOTO MONOXKEHUS:

a) ONpeNeNeHHEe OCHOBHBIX  IPUHIIUIIOB IIOCTPOEHUSI  CHUCTEMBI  3aLUTHI
epcoHaNbHBIX AaHHBIX MBJIOY Ne37 "Konokonpunk";

6) ompezseneHMe OCHOBHBIX Mep 3alUTHl W obnacTedl ee BHEJIpEHUS st
obecrievenus BeIMoNHeHHs DelepalbHOr0 3aKOHOAATENBCTBA, TpebOBaHUS U
PEKOMEHIallMi HALMOHANBHBIX M MeXAYHapOAHBIX CTaHJApPTOB B 0OGJIACTH
MH(OPMALMOHHOMN 6e30MaCHOCTH ITEPCOHANBHBIX JAHHBIX.

1.3.0cHOBHbBIE NOHATHS H ONpeAeIeHHS

Oneparop - rocymapcrBeHHBI OpraH, MyHHIMNATBHEIH OpraH, IOPUIMYECKOE HJIH
(usnyecKoe M0, CAMOCTOATENEHO HIIH COBMECTHO C APYTUMH JIMLAMH OpraHHU3YIOLIHE
¥ (W) OCyIIeCTBIsIONmIEe 06paboTKy MepCOHATBHBIX JAHHBIX, 3 TAKKe OIIpeAeIISIIoIIe
eI 00pabOTKU MEPCOHATBHEIX JaHHbIX, COCTAB HEPCOHANBHBIX IAHHBIX, MOTEKALIIX
00paboTke, neHCTBHS (ONepaLyK), COBEpIIAEMEIE C [IePCOHATBHBIMU JaHHBIMH.
OO6paboTka nepcoHaJbHBIX AAHHBIX - JFO00E JeiCTBHE (omepanus) WiIKM COBOKYIIHOCTh
JICHCTBUHA (OIepalyui), CoBepIIaeMBbIX C MCIIONb30BAHHEM CPEICTB ABTOMATH3AIMH HITH
6e3 UCTIONB30BAaHHS TAaKHX CPEACTB C MEPCOHAIBHBIMH JAHHBIMH, BKIOYASs] cbop, 3amuce,
CHCTEMaTH3alMIO, HAKOIUIEHHE, XpaHEHHEe, yTOYHeHHe (OGHOBJIEHWE, H3MEHEHHe),
M3BJIICYCHHE, HCIIONB30BaHKE, Nepenady (pacmpocTpaHeHHe, NPENOCTaBIEHKe, JOCTYII),
obe3nnurBaHue, 6GIOKUPOBAHUE, yHATEHHE, YHUUTOKEHHE IIEPCOHANILHEBIX TaHHBIX.
Pacnpocrpanenne nepcoHanbHbIX JaHHBIX - NEHCTBHS, HAlPaBIEHHbIE Ha packpsiTHe
TIEPCOHANIBHBIX JaHHBIX HEONIPEAENIEHHOMY KPYTy JIHII.

BlokHpOBaHHEe NePCOHANBHBIX JAHHBLIX - BPEMEHHOE IpeKpalesue o0paboTKu
TNePCOHANBHBIX NaHHBIX (32 HCKIIOYEHHEM CIIyYaeB, ecliM 06paboTKa HeoOXOmMMa IS
YTOYHEHHS IEPCOHANBHBIX JaHHBIX).

YHHYTOKEHHE NEepPCOHANLHBIX NAHHBIX - JAHHBIX B UH(QOPMAITHOHHON CHCTEMe
NEPCOHANBHBIX NAHHBIX U (MJIM) B pe3yJbTaTe KOTOPBIX YHHYTOKAIOTCS MaTepHalIbHbIE
HOCHTE/IH [IE€PCOHATIBHBIX JaHHBIX.

OGesnnynBanHe NePCOHANBHBIX JAHHBIX - [EHCTBHA, B pesyibpTaTe KOTOPBIX
CTAaHOBHTCS HEBOSMOXHBIM (€3 HCIONB30BaHMS JOIOJIHUTENBHONW HMH(OPMALHH
ONPEACTUTE  INPUHAIEKHOCTE INEPCOHAIBHBIX [aHHBIX KOHKDETHOMY CYOBEKTY
IIEPCOHAIIBHBIX TaHHBIX.

HHdopmannHoHHas CHCTEMA NePCOHAIBHBIX JAHHBIX - COBOKYITHOCTh COJIEPXKAIIMXCS
B 0a3aX [aHHBIX MEPCOHANBHBIX [AaHHBIX | obecrieynBaOIUX HX 06pabOTKY
MH()OPMAI[IOHHBIX TEXHOJIOTHH 1 TEXHUYECKHX CPEJICTB.



UuunaenT uHpopmanuonnoii GesomacHocru — COOBITHE, B pe3yibTaTe HACTYILUICHHS
KOTOpOTO  IPOM3OILIO pasryialleHue KOHGUICHUMANbHOH WH(OPMAlMK, HapylIeHHe
paborocniocodbnoctu UCII/IH, BHeCeHHME HECaHKLIMOHMPOBAHHBIX U3MEHEHHM, yTeuKa UIn
PasTIAICHUE TIEPCOHANBHBIX MAHHBIX KIHEHTOB M MPOYMX COOBITHIA, BEIYIIUX K
HapyIIEHUIO 1paB U cBoOoA rpaxaad Pd.

KonpuaennnaibHOCTE NMepcoHaNbHBIX JAHHBIX - 00S3aTEBHOE U1 COOJIOIEH s
OIEPaTOpOM MM HWHBIM TIOJTYyYHMBIIUM JOCTYNl K II€PCOHAIBHBIM JAHHBIM JIALIOM

TpebOBaHKe He JOMyCKaTh MX PacIpOCTPaHEHHUs 6e3 COrachs CyOBeKTa MepCOHaIBHBIX
JlaHHBIX WJTH HAJIMYUs] HHOTO 3aKOHHOI'O OCHOBAHMSI.

1.4.IlonsiTHE M COCTaB NMEPCOHANBHBIX AAHHBIX

1. B coorsetcTBHM ¢ myHKTOM | cTathu 3 ®epepanbHoro 3akona ot 27.07.2006 No 152-
®3«0O mepcoHaNbHBIX NAHHBIX» TOJ HEPCOHATBHBIMU NAHHBIMH cybbekTa (manee-
IlepconanbHele naHHEIE) TOHAMAETCS TF06as HHPOPMALHS, OTHOCSIIASLCS K IPSIMO WX

KOCBEHHO OINPEAENEHHOMY MM OIpefenseMoMy (H3MYeckoMy iy (cy6hexTy
IIEPCOHANBHBIX TaHHBIX ).

2. TlepeueHr 06pabaTHIBAEMBIX MEPCOHATBHBIX IAHHBIX rpaxzaaH (zereir MBJIOY No37
"Konokonsuuk", ux pogureneii (3akoHHBIX NpeaCTaBHTENE):

— Gamuiusa, HMMSI M  OTYECTBO (BOCIIMTAHHHKA, ponuteneil  (3aKOHHBIX
IIpECTaBUTENIEN );

— JlaTa ¥ MeCTO POXJIEHHUS (BOCITUTAHHUKA);

— CBEJICHHUs O IpakJaHCTBe (IIOITaHCTBE);

— alpec pPETHCTpalliK IO NOCTOSHHOMY MECTy JKHTENbCTBA, aipec (DaKTHYEeCKOro
NPOXUBaHUS(BOCIIMTAHHKKA, POAUTENEH (3aKOHHBIX MPEICTABUTENEH);

— CBEICHHMS O CTaryce CeMbH (TIONHAs, He MOJIHas)

— CBEICHHUS O COCTOSHUH 3[J0POBbS BOCIUTAHHUKA( WHBAIU/I, HE HHBAJIUL);

— HOMED MOJIMCa MEAULIMHCKOTO CTPaXOBaHHS

— Ne CHMJIC (BocnuTaHHMKA);

— PeKBHM3HTEI CBH/IETENBCTBA O POXKIEHUHU pebeHKa;

— TMacCIOpTHhIEC IaHHBIE POAMTENIEH (3aKOHHBIX TIPEACTaBUTENEH);

— HOMepa Tele)OHOB PoUTeNeil (3aKOHHBIX TIPeICTaBUTENEH )

1.5.MeToab! H cOcOGbI 3aLIATHI IEPCOHATbHBIX AAHHBIX

1. Metozns!l 1 CIOCOGEI 3aIUTHI [IEPCOHATBHBIX TAHHBIX ONPEIEISIOTCS B COOTBETCTBHH C
IlocraHoBnennem npasutenscTBa Ne 1119 or 01 Hos6Gps 2012, ITpukazom ®CTHK
Poccun Ne 17 ot 11 deBpans 2013r., IMpuxazom ®CB Poccuu Ne 378 ot 10 mrons
2014r.

2. CucTeMBl 3alIUTHl MEPCOHANBHBIX IAaHHBIX IO/DKHBI COOTBETCTBOBATEH TpeOOoBaHUAM
HOPMAaTUBHBIX U pyKoBoIAIMX JoKyMeHTOB DCTOK Poccuu, ®CB Poccum.

3. Iloxg 3ammroit NEpCOHAIBHBIX JaHHBIX CyOBeKTa IIOHMMAeTCsi KOMILIEKC MEp
(OpraHU3alliOHHO-PACTIOPSAUTENLHEIX, TEXHUIECKHUX, IOPHIHYECKUX ), HaNpaBIEHHBIX
Ha  NPENOTBpAlllCHHE HENMPAaBOMEPHOIO MM CIy4allHOrO JOCTyma K  HEM,



YHUYTOXKCHHS, ~M3MEHEHHd, OIOKMPOBAHMS, KOIMPOBAHMS, pPAaCIPOCTPAHEHHS
NEPCOHANBHBIX JAHHBIX CYOBEKTOB, @ TAK)KE OT HHBIX HEMPABOMEPHbIX HeHCTBHIA.

4. 3ammTa MEpCOHANBHBIX NAHHBIX CyOBEKTa ocymecTBisgeTcss 3a c4€ét MBJIOY Ne37
"Konokxons4uk" B nopsiaike, yCTaHOBIEHHOM (beneparbHBIM 3aKOHOM.

5. MBJIOYV Ne37 "Konoxonmeumk" mpu 3armute NIePCOHANIBHBIX JaHHBIX CyGBEKTOB
MPHUHUMAET BCE HEOOXOAMMBIE OPraHH3alHOHHO-PACTIOPS/IUTENbHBIE, IOPHIUIECKUE 1
TEXHUYECKUE MEPEI, B TOM YHCIIE:

a) wrppoBanbHble (KPUNTOrpahUUecKye) CpeCTBa;

0) aHTHBUpPYCHAas 3aLIUTA;

B) aHAIM3 3alIUIIEHHOCTH;

I) oOHapyXeHHe H IPeI0TBPAIIEHHE BTOPIKEHHIA;

1) YIpaBII€HHE JOCTYIIOM;

€) PEeTrUCTpaLs U yUET;

XK) obecrieYeHHe [EIOCTHOCTH,

3) paspaboTka HOPMATHBHO-METONMYECKHX IIOKATBHBIX AKTOB, PeryIHpYOIINX
3all[UTy NEePCOHANBHBIX JaHHBIX.

1.6.Ilesn obecneyenns Ge30nMacHOCTH

Llensro obecrieueHns: 6€30MaCHOCTH SIBISIOTCS:
a) OpraHM3aliis HEMPEPHIBHOTO H 3alLMLIEHHOTO Mpolecca 06paGOTKH, XpaHEHH’s,
nepenayu “HGOPMaNUHU, CoOepKAIIEN IEPCOHATBHEBIE JaHHBIE,
0) 3amuTa npas u cBoGox rpaxcuan P® (nereit MBJIOY Ne37 "Konokombuuk", mx
ponuTesier Witk OneKyHoB), npexoctaBisomux MBJIOY Ne37 "Konokoap4duk'y
CBOM NE€PCOHANIbHBIE JaHHBIE 711 00pabOTKH U XpaHEHHS.

1.7.1IpaHuunbl obecnieyenns 6e30NacHOCTH

1. MudopmanronHas 6e30macHOCTh ePCOHATBHBIX JAHHBIX:

a) OCHOBBIBAETCS HA TIONOXKEHHSX W TPeGOBAHMAX CyIIECTBYIOLIMX 3aKOHOB,
CTaHAapTOB ¥ HOPMATHBHO-METOANYECKHX JJOKYMEHTOB;

0) obecrieurBaeTcs  KOMIUIEKCOM — IIPOTPAMMHO-TEXHHYECKHX  CpEICTB |
NOANEPKMBAIOIIMX WX OPraHM3allMOHHBIX Mep (IPOrpaMMHO-TEXHHYECKHE
CPEACTBa  3allUThI HE [O/DKHBI CyIIECTBEHHO yXYAIIaThb OCHOBHEIE
(QyHKIHOHABHBIE XapaKTEPUCTUKY HH()OPMALHOHHOMN CHUCTEMEI);

B) JOJKHA 0GecrevrBaThCs Ha BCeX sTamax 06paboTkM HHGMOPMALKMHE W BO BCEX
pexuMax QyHKIMOHHUPOBAHMS;

I) JOJDKHA IIPe/lyCMaTPHBAaTh KOHTPOIb 3 (hEKTHBHOCTH CPEICTB 3AIIUTEL.

2. MudopmanmonHas 6e30IacHOCTh MEPCOHATBHBIX NAHHBIX JOMKHA OCHOBBIBATHCS HA
CIIEYIOIUX MPUHIIUIIAX:

a) IIpMHIKMI CHCTEMHOCTH — CHMCTEMHBI IOAXOA K 3allATe KOMIIBIOTEPHBIX
CHUCTEM npearnoaraet HEOOXOAMMOCTh B3aWMOCBSI3aHHBIX,
B3aMOJISHCTBYIOLIUX W HM3MEHSIOIUXCS BO BPEMEHM 3JIEMEHTOB, YCIOBHIH W
(akTtopoB mpu  Bcex BHEax HMHGMOPMALMOHHOM  NESTENBHOCTH @ U
MH(pOPMAllMOHHOTO ~ TposiBiieHus. Ilpu  obecneueHuu HUHGOPMAIIMOHHON
Ge3onmacHOCTH MHGOPMAITMOHHBIX CHCTEM HEOGXOIMMO YYUTBIBaTh BCe Clabble



M Haubojee YS3BUMBIE MECTa CHCTEMBI, a TaKXKe XapakTep, BO3MOXHbBIE
OOBEKTHl W HAlpaBleHHs aTaKk Ha CHCTEMY CO CTOPOHBI HapyIIWTENs, IIyTH
IIPOHMKHOBEHHUS pacnpeneneHHou ciucremsl 1 HC/I x uadopmanum.

6) IlpvHIMN KOMIUIEKCHOCTH — Il OGECIEYEHHs 3aIMUTHI HMEeTCs IIAPOKHH
COCKTp Mep, METOJOB M CpeACTB 3alllUTHl KOMIIBIOTEPHBIX CHCTEM.
KoMmriekcHOe MX HCIONB30BaHKe MpEAroaraeT CoraacoBaHHe Pa3HOPOJIHBIX
CPEICTB IIPH MOCTPOCHUM LIEJIOCTHOM CHCTEMBI 3all[MTHI, IEPEKPHIBAIOLINE BCE
CYWIECTBYIOIIME KaHaJbl YyIrpo3 U HE coAepkamue ciaabbIX MECT Ha CTBIKAX
OTJEIBHBIX €€ KOMITOHEHTOB.

B) IIpHHIMI HENPEPBIBHOCTH 3aIUMTHI — 3alIUTa HHGOPMALMH - 9TO He pa3oBoe
MEPOINIPUITHE U HE KOHKPETHAs COBOKYIHOCTH IPOBEIEHHBIX MEPONPHATHH H
YCTaHOBIICHHBIX CPEJICTB 3alllUTBHI, & HENPEPBIBHBIH HAIpaBIEeHHBIA MpoLecc
NpEANoNaralolliii MpPHHATHE COOTBETCTBYIOIIMX Mep Ha BCeX JTanax
CyLIECTBOBaHUS HMH()OPMAIMOHHOM CcHCTeMBl. Pa3paboTka CHCTEMbI 3allUThI
A0JDKHA BECTUCH MapalIeIbHO 00paboTKe cCaMOii 3aIlUIIAeMOM CHCTEMBI.

r) PasymMHas N0CTaTO4HOCTH — BaXHO MPaBMIBHO BBIGPATH TOT YPOBEHb 3aIllUThI
IIpA  KOTOpPOM 3aTpaThl, PHUCK W pa3sMep BO3MOXHOIO yimiepba ObIM OBl
IIPUEMJIEMBI B HE CO3[1aBajli HEYAO0OCTB II0JI530BaATEITIO.

1) T'uOKOCTH CHCTEMBI 3aIUTHI — YaCTO TIPUXOIUTCS CO3IABATE CHUCTEMY 3alllUTHI B
YCIIOBHSAX OOJBIIOH HEONpeNeNeHHOCTH, II09TOMY IIPHHSTHIE MEPhI U CPEICTBA
3alIUTEl OCOOCHHO B HAYaNbHBIH MEPUOA MX IKCIUTYaTallMM MOTYT OKAa3bIBATh
KaK 4Ype3MepHBIA, TaK U HENOCTAaTOYHBIA YpOBEHb 3alIMTHL. [ obecrieveHus
YPOBHS BapbUpOBaHMS 3alUIIEHHOCTH CPEACTBO 3aI[UTHI JOJDKHO 06JamaTh
ONpENeNIeHHON T'HOKOCTBIO, OCOOEHHO €CIIM CPEACTBO HEOOXOMMMO YCTAHOBHUTD
Ha paboTalOLIyl0 CHMCTeMy, He Hapymas Mpolecca e HOPMAIBHOIO
GYHKITHOHHPOBAHHMS.

e) IIpuHIMI NpOCTOTHI NMpPHMEHEHMS! CPENCTB 3AIUTHl — MEXAHH3MBI 3aIUTHI
JIOIDKHBI OBITH MHTYHTMBHO IIOHATHBI U IPOCTHI B MPUMEHEHHH. IIpHMeHeHpe
CPEACTB 3aIlUTHl HE JOJDKHO OBITH CBSI3aHO CO 3HAHHUEM KaKUX-THOO SI3BIKOB
MM TpeOOoBaTh JONOJHUTENBHBIX 3aTpaT Ha e NpHMEHEeHWe, a TaKKe He
JIOJKHO TPeOOBATE BBIMOHEHHS Py THHHbIX MAJIOTIOHATHBIX ONEPALIHIA.

1.8.Oprannszanus 6esonacHocTd. OTBETCTBEHHOCTD

1. 3a Bompoce! GezonacHoctr 8 MBJIOY Ne37 "KoJOKONBYHK" HECYT OTBETCTBEHHOCTD!

a) 3aBeIyIOIIHUHA.

6) Jluua, HasHaueHHbIe 3aBemyromuM MBJIOY Ne37 "Kosokonbuuk" M3 cOCTaBa
COTPYAHHMKOB, OTBETCTBEHHbIE 3a OpraHH3alUIO paboT 10  3aIuTe
IIEPCOHAIIBHBIX TAHHBIX.

B) Jluna, HasHaueHHble 3aBeayrommM MBJIIOY Ne37 "Komokombumk" W3 cocTaBa
COTPYAHHKOB, M JONyLIEHHbIE K CpeAcTBaM O00pabOTKH HWH(GOpMALUK H
XPaHWIIHILAM, COJIEPXKAILUM ITepCOHAIBHEBIE JaHHBIE.

r) Hemocpencrsenno Cy6beKT nepcoHaNbHBIX JAHHBIX OTBEYAET 38 KOPPEKTHOCTD
CBOMX J@HHBIX, 3a COONIO/IEHWE YCTAaHOBIEHHOTO IMOPSAAKA M Mep IO



obecrieuenmio GesomacHocty IIJIH W CaMONMYHO OTBeyaeT 3a pasriaieHue
MHGOPMAaLMK KOHYHICHIMATBHOTO XapaKTepa, CTaBIIIel H3BECTHOMN eMy.
2. Kaxnmplff u3 0603HaYeHHBIX MoOmell (Kpome CybBbexTa) HeceT OTBETCTBEHHOCTH 3a
HEpasrjlalieHue U KOPPEeKTHOCT, o0pabotku IIJJH B  COOTBETCTBHHM = C
AIMUHUCTpATUBHEIM U VronoBHbM Konekcamu PO.

1.9.0praununsanus 6e3onacHoctu. Hanpap/ienns noauTHKH oGecredennst
OesonmacHocTH

1. OCHOBHBIMM HanpaBIEHHUSIMH MIOJTUTUKE HHDOPMALIHOHHOM 6E30TIaCHOCTH SIBIISIOTCS:
a) coOmoaeHHe MpaB u cBO6O rpaxnaH PO;
6) cobmonenue pUIUYECKUX HOPM PD;
B) obecnedenue 6e30macHOCTH (KOH(GUIEHIMAIBHOCTH) IaHHBIX;
I) obecrieyeHHe HENPEPHIBHOTO M KOPPEKTHOIO mpouecca  00pabOTKH

IIEPCOHANIBHBIX JJaHHBIX, COXpaHEHHE HUX LEIOCTHOCTH, KOPPEKTHOCTH H
AOCTYIIHOCTH.

1.10.Opranunszanus 6esonacHocTu. PerncTpanus HHIHIEHTOB 6e30NaCHOCTH

1. JIroGble MHIMIEHTHI 6€30MaCHOCTH, B KOTOPbIE BXOLIST:

a) (aKThl MOMBITOK H YCIEIIHOM pealn3aluy HeCaHKIHOHUPOBAHHOTO JOCTyIIa B
CcHCTeMbI 00paboTku MH(OpPMALMHK, B OMEIIEH s 06pabOTKH HHAOPMALIH U K
XpaHWIHILAM UH()OPMAITHH;

6) daxTel c60s MM HEKOPPEKTHON PabOTHI CHCTEM 06PaGOTKH UH(pOpMaLIUY;

B) (haKThl COOS MIIM HEKOPPEKTHOM PAGOTEI CPEICTB 3aIMTE HH(OPMALHK;

r) akThl pasrnameHus uHbopMaiuu, conepxameit [1/1x;

K) dakTel pasrnameHds HHOOPMAMKM O METOZAX ¥ Crocobax 3aluThl U
06paborku uHbOpManuu, conepxkarmei I1]1H,

AOJDKHBI coobuiatees cotpyaaukamu MBJIOY Ne37 "Konokonpuuk" OTBETCTBEHHOMY
3a obecrieuenre GesomacHOCTH. [0 KaXIOMy COOGIIEHHIO, OTBETCTBEHHEIA JOIDKEH
PEerHCTPUPOBATh MHUMACHT, KOTOPBIA B JalbHEHIIEM NOKEH HPOXOIUTH MPOLELYPY
paccnenoBanus Komuccueit, HasHageHHoi#t 3aBenyromum MBJIOY Ne37 "Konokonsurk” B
COOTBETCTBUHM C YTBEPKICHHBIM IlopsiikoM mpoBeneHMs CiykeGHOro pacciemoBaHUS,
HapyIIeHUH pexxumMa MH(GOpMaIMoHHO#H Ge3onacHoctu UCTI/TH.

1.11.Opranuzanus 6esonacHoctu. Bezonacnocts cpeacts o0paboTkHu

1. besomacHOCTE cpeacTB  06paboTkuM  obecreurBaeTcs OpraHW3allMOHHBIMH @ H
TEXHUYIECKUMHU CpeicTBaMU. OpraHu3alMoHHO OCYIIECTBISIETCS MOMYCK COTPYIHHKOB
M TPETBUX JIHLL (eCiu Toro TpebyeT Gu3Hec-TIpoIecc), IPH 3TOM MUHUMHU3HUPYETCS KPYyT

JIAL, AMEIOLIUX JOCTYII. HpaBa A0CTyIIa K I/IH(l)OpMaHI/II/I Ha3HA4YarOTCs UCXOOsl U3 UX
HCO6X0,Z[I/IMOCTI/I U OJOCTAaTOYHOCTH.

2. TexHuueckd 6e30mMacCHOCTh ObeCTeuMBaeTCs KOPPEKTHOM HaCTPOMKOMA CpEACTB
00pabOoTKK UH(OPMAIIUK U YCTAHOBKOW HANIOKEHHBIX CPELCTB 3alllATHI UH(pOpMAaLIUH.
Bee cpencrBa sammuthl MHQOpMAIHH JOKHEL MPOUTH 06A3aTEIBHYIO IIpoLenypy
OLIEHKH COOTBETCTBHUA TpedoBanusM be3onacHoctd DCTIK Poccuu u ®CB Poccnn.



1.12.0pranmn3anus 6esonacuoctu. BezonacHoeTs cBsi3u

1. Kananel mepemauu JaHHBIX NOMKHBI OGECTIEYHBATH 6E30MACHOE COEJJMHEHHUE Y3JI0B
ceru MBJIOY Ne37 "Konokonbuuk". Be3omacHOCTs MOXKeT obecneynBaTses
CIIEAYIOLIUMH MEpaMHu:

a) CerMEHTallis CeTH Ha 30Hbl 06paborku [1/[H u JNEMUTUTAPU3UPOBAHHBIE 30HBI
IIOCPEACTBOM (DPH3UYECKOTO pa3/ieeHus] WK C TIOMOIsi0 VLAN TEXHOJIOTUH;

6) MakcMManbHOe OrpaHHWYeHHe IOCTyIa Habopa IPOTOKOJIOB U MOPTOB 30HbI
obpabotku II[IH K ceTsiM OOIIEro IIONB30BAHMS M CETSIM MEXTyHapOJHOTO
0OMeHa [I0CPE/ICTBOM CPEJICTB MEKCETEBOT0 SKPAHHPOBAHNS,

B) obecnedenue cetei o6paborku IT]IH, HMEIOIMX MOAKITIOUYEHHE K CETSIM ob11ero
TOJI630BaHUS M CETSIM MEXTYHAPOJHOro OOMEHa, CPENICTBAMH OGHAPYKEHHS
IPEIOTBPALLEHNUS BTOPKEHUI;

) CHCTEMAaTHYECKHH KOHTPONb COCTOSHHS CHCTEMBI 3allATEHI CPe/CTBaMH
aKTHBHOTI'O ay/IUTa,

J) IpK NPOXOXIEHHH KAHAIOB CBS3M BHE KOHTPONMPYEMOH 30HBI HEOOGXOIHMO
obecrieunBaTh MU(pPOBaHKE NepefaBaeMoil HHPOPMALMK HA TAKHX y4JacTKax.

1.13.Opranusanus 6ezonacuoctu. @u3ndeckas 6e30MaCHOCTH

I. ®usndeckas G6e30macHOCT: MOXKET OBGeCTIeYMBATBCS — ClIEAYIOLUMH CPENCTBaMH,
MCXOJIs U3 JOCTATOYHOCTH ¥ HEOOXOIMMOCTH TOTO MITM HHOTO CPE/ICTRA:

a) OpraHM3alMs pa3pelIHTe]bHOW CHCTEMBI NOCTYIA B IIOMEIICHHUS XpaHeHHs U
obpabotku I1]I#;

6) ucronp30BaHME CHCTEM KOHTPOIS M YIIPaBISHHUs noctynom (CKVY [I); |

B) Y4eT KIIOYEH, 5JIEKTPOHHBIX KIIF04el JocTyma (proximitycard, touchmemory);

I) opraHu3anus GU3MIECKON OXPaHbI;

/1) MCIIOJB30BaHUE CUCTEM OXPAHHOM CUTHAIU3AINH,

€) HCIONB30BaHHE CUCTEM BUIEOHAOIIONCHUS;

K) KOHCTPYKTHBHOE yCHIICHHE OKOH, JBeped, CTeH W WHBIX nperpan IS
MCKJIIOUSHHUs] YTPO3bl HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

1.14.KBanuduxanus nepconana

1. Cotpynnuku, y4actByromue B o6pa6orke IIJ[H, DOMKHBI MMETH COOTBETCTBYIOIIIEE
oOpasoBaHHe ¥ KBATM(UKALMIO, IO3BOJSIONIME MM KOPPEKTHO paboTath Cco
cpencrBamu 06paboTku uH(popMarmu. He paspemaercs nomyck Jum, He 181010011 (101117 0.4
cobece/loBaHUE C PYKOBOIWUTENEM YUPEXIEHHS Ha IIPEIMET IIPOBEPKHU 3HAHHH II0
pabote ¢ cpescTBaMu 06pabOTKH, OCYIIECTRISIOIETO obpabotky IT/IH.

1.15.Be3onacHocTh JOKYMEHTOB H HOCHTe el HH(pOpManHH

1. O6paboTka OCYyIIECTBISIETCS B CTPOTOM COOTBETCTBHUM ¢ IlojoskeHHeM 06
OpraHM3allid  HEaBTOMATH3HPOBAaHHOW  0OpabOTKH  IEepPCOHANBHBIX JIaHHBIX,
obpabateiBaeMbix B MBJIOY Ne37 "Konokomp4uk" |

2. MatepuanbHple HOCHTENHM MHGOPMALUM JODKHBI XPAaHHUTHCS B ceiipax wunu
3aIMpaeMbIX ImKadax.



2.1

. Bece onextponHBle HOCHTeM WHGMOPMALMH TOMKHBI GBITH IPOMapKHPOBaHEI

(BO3MOXHO HCIIOJIB30BaHHE 3aBOICKOH MapKUPOBKH) U II€PEYHCIEHBl B KypHAIE

ydera. Beiraya M cpaya sneKTpOHHBIX HocHTeneit OCYILIECTBJIIETCS IO POCIHCH
I0JIE30BATENs] HOCHUTEIIS.

2. Opranu3auus pa6oT 1o 3amuTe MEePCOHAJIBLHBIX TaHHBIX

C03}13Hﬂe KOMHCCHH IO OPraHU3alMuu pa60T 10 3allIHTE NEPCOHAJILHBIX JAHHBIX
|

. Cosnanue xomwuccum. [l OpraHM3aliy paboT mo 3ammre WHOOPMALUM CO3TAETCS

KOMHCCHA B COCTaBE:

a) IpejcenaTeNs KOMUCCHH U3 COCTAaBa PYKOBOACTBA YUPEKIEHUS;
0) 4YIeHBI KOMHCCHH.

. Cocras JIMIT KOMHUCCHHU U €€ CO3IaHHE O(i)OpMJIHeTCH (<HpHKa30M O CO31aHHH KOMHCCHH

AJIS OpraHu3aluu pa60T ITO 3alIUTE IEPCOHAIBHEIX JaHHBIX) .

. B cocraB xoMuccun AOJDKHBI BXOOUTH CIE€OYIOLIUE COTPYOHUKH:

a) OTBETCTBEHHBIH 33 OPraHM3aIMIO PaGOT M0 3aIuTe ITH;

0) OTBETCTBEHHBIN 3a 06ecIeueHne 6e30MacHOCTH IT]1H; |

B) OTBETCTBEHHBIH 3a oGecreuenre paboThl CHCTEM obpabotku IT/IH.
OyHKUMOHANBHEIe 00si3anHOcTH Komuccun. Ha uneno Komumccuu BO3JIaratoTcs
clenyromuye 00s3aHHOCTH:

a) OIpeNeNeHHs YPOBHS 3aIMUIEHHOCTH (xnmaccudukanms) UCIT/Ix; |

6) BU3MPOBaHME OPraHU3aLMOHHO-PACTIOPSAHTENBHBIX nokymeHToB MBJIOY Ne37

"Konokonsuuk" B 061aCTH 3aIIUTEI IIEPCOHAJIBHBIX JAaHHBIX; ‘
B) COIIaCOBaHHE IIPOEKTHBIX JOKYMEHTOB NCTIOn u C3I1/1H;
) KOHTPOJb COCTaBa, QYHKIHI, COCTOSHMIA NCTIx u C3IT10x; |

1) BU3MPOBaHWE aKTOB HM3MEHEHWs COCTaBa, (YHKUHM, COCTOSHMIA UCIIx u
C3I1/H.

2.2 CoTpyanuxH, oTBeTCTBeHHbIE 32 06paGoTKY H ofecneuenne 3aMHAThI

NePCoOHATbHBIX JAHHBbIX

1. J'Inua, OTBETCTBEHHBIC 32 OpPraHU3alluI0 U obecnieuenue 3allIUThI HI[H Ha3Ha4YaroTCs U3

2.3

. Ha wHayaneHoM osTanme BHenpenus Hosoit WCII/Iu ONIpENesIeTC  TMepeyYeHb

cocraBa corpyaHukoB MBJIOY Ne37 "Konokonbuuk". OHM MOTYT GBITH BBIHEJIEHEI
MO0 KaK LITATHBIE €IMHMIEI, TM6O BEIIONHATH NaHHbIE (QDYHKIMM TOTONHHUTEIHHO K
OCHOBHBIM TPY/IOBEIM OOS32HHOCTAM, M HAa3HAYAIOTCS MPUKA3aMH (WIH WHBIMH

BHYTPEHHUMU HOPMaTHBHBIMH aKTamu) 3aBeAyIOIIEro
MBJIOY Ne37 "Kosnokonbuuk".

(DyHKI.II/IOHaJIBHBIe 00s13aHHOCTH OTBCTCTBCHHBIX JIML[ OIIPENEISIOTCS B CTporom
COOTBETCTBUHU C YTBEPKAECHHBIMHU JOJDKHOCTHBIMH WHCTPYKITUSAMH.

Onpenenenne nepeuns nepconaibHbIx Aanubix. Cornacue cyGbexra I1/In Ha
06paGoTky |
\

obpabateiBaembix [1/{u (nanee Ilepeuens). Kaxpiii smeMenT Ilepeuns nomkeH GBITH
JNEMEHTapHEIM (TO €CTh He JOMKeH ObITh OOBEJMHEHHEM IPYTHX SJEMEHTOB,



Hanpumep, aneMeHT «@HO u macmopr» Ha caMoM Jelle COCTOUT W3 IBYX 3JIEMEHTOB
coucka: ®UO, mnacnopr) m odopmieH B Bume myHKTa noxkymeHnta «Ilepeuens
NEPCOHANPHBIX JaHHBIX, obpabatbiBaeMeix B MBJIOY Ne37 "Konokonpumk" c
YyKazaHHeM O0OCHOBaHMs ¥ LielH 06paboTKM M 3aKperuieH BHYTPEHHUM HOPMaTHBHBIM
akToM «IIprKa3 06 yTBep)KIeHNUH MepeUHs MepCOHANBHBIX JAHHBIX.

2. MBJIOY Ne37 "Konokonsuuk" moimkeH IIPOBOJUTE OOOCHOBaHHYIO 00paGotky I1JIH:
KaXnomy sneMeHTy llepedns 1omKkHO GbITE IpUBENEeHO 060CHOBAHHE.

3. Manee onpenensercs popMa cornacus cyobexTa Ha 06pabotky ero IT/[H.

4. Cornacue IOMXHO COEPKaTh CEMYIOIIHe NaHHBIE:

a) (amMUIMIO, WM, OTYECTBO, aJpec CyOBEeKTa IepPCOHANBHBIX JaHHBIX, HOMEp
OCHOBHOT'O JOKYMEHTa, yMOCTOBEPSIOLIETO €ro JHYHOCTh, CBEICHHS O IaTe
BBIIaYH YKa3aHHOTO JOKYMEHTA U BBIIABIIEM €TO OPraHe;

0) dbammiMio, UM, OTYECTBO, ampec MpeNCTAaBHTENs CyOBEKTa II€PCOHAIBHBIX
AAQHHBIX, HOMED OCHOBHOTO [OKYMEHTA, YIOCTOBEPSIOIIErO €ro JMYHOCTh,
CBE/ICHHS O JNaTe BBIIAYM yKa3aHHOrO JOKyMEHTa M BBEIAABIIEM €ro Oprae,
PEKBU3HUTBI JOBEPEHHOCTH MJIA MHOTO JOKYMEHT4, IIOATBEPKAAIOLIETO
TIOJITHOMOYHsA  3TOr0  NpeACTaBUTENs (IpU IMOJNYYEHHHM COTJIACHS  OT
IpEJICTaBUTENIS CyObeKTa IePCOHANIBHBIX JaHHBIX );

B) HaMMEHOBaHMe WIM (AMUIHIO, HMS, OTYECTBO U aZipec  omeparopa,
TIOJIyJaOIIero coriacue CyobpeKTa MepCoOHaIbHBIX JaHHBIX,

I) 1eab 00pabOTKH MEPCOHANBHBIX JaHHbIX,

M) IIepeYeHb TEePCOHANBHEIX NaHHBIX, HAa 06paBOTKY KOTOPBIX AAETCS COTNacHe
CyOBEKTa IepCOHANBHBIX JaHHBIX;

€) Ha¥MMEHOBaHMe WiIM  (AMHIMIO, WM, OTYECTBO U ajpec  JMIIa,
OCYIIECTBIIIOEr0  00pabOTKy MNEPCOHANBHBIX JAHHBIX 110 IIOPYYEHHIO
oneparopa, eciu 06paboTtka GyeT HopydYeHa TaKOMY JIHILY;

)K) TIepeYeHb NEeHCTBUN C NEpCOHANBbHBIMM IaHHBIMH, Ha COBEpLICHHE KOTOPBIX
JaeTcd cornacue, oOllee ONMCAHWE HCIONb3YEMBIX ONEPaTOPOM CII0COOG0B
06paboTKH NEPCOHANBHBIX JAHHBIX;

3) CPOK, B TeYeHHE KOTOPOTO JeliCTByeT COrlacHe CyOBeKTa IepCOHATIBHBIX
AaHHBIX, a TaKXke CIoCO0 ero OT3bIBa, €CIM HHOE HE YCTaHOBJIEHO
(benepalbHBIM 3aKOHOM,

¥) MOJIHUCH CyOBheKTa IIEPCOHATBHBIX JaHHBIX.

2.4 YBeaomiienue o HauyaJjie 00paboTKH NEePCOHANLHBIX JAHHBIX B PockomHaa3op
Poccun

1. C nomowpio Ilepedns ompenensiercss HEOGXOAMMOCTb OTIPABKH YBEIIOMJIEHUS B
Pockomuanzop Poccun. OtmpaBka He Tpebyercst ecnu obpaborka I1/H Bemercss Ha
OJITHOM M3 CIIEAYIOIIUX OCHOBAHMSIX:

a) 00paboTKa B COOTBETCTBUM C TPYIOBHIM 3aKOHOAATEIBCTBOM;
0) IOrOBOpHEIE OTHOILEHHS;

B) 00paboTKa O0IIeI0CTYIHBIX JaHHBIX;

r) obpabotka Tonpko @O Cy6nekra;

X) c60p NaHHBIX, COGMPAEMBIX IS OMHOKPATHBIX IIPOITYCKOB;
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e) BkmodeHHBIX B UCII[lH, wumeromme CTaTyC  rOCyJapCTBEHHBIX
MHGOPMAIMOHHBIX CHCTEM MEPCOHABHBIX AAHHBIX;
) 00paboTka 6€3 UCIIONB30BAHMS CPELCTB ABTOMATH3AIIHH.

B uHBIX crmydasx depes ITopranm mepcOHANBHBIX AaHHBIX Pockomuamsopa Poccun
0 OPMIISETCS yBELAOMIIEHHE B IIEKTPOHHOM BHJIE.

Onpenenenne cnucka JHL, IMeOMHAX K0Ty K 06paGoTke NMepPCOHAJIbHBIX
AAHHBIX

. Jluma, JOCTYm KOTOpBIX K MNEpCOHANBHBIM  JAHHBIM, obpabaTbiBaeMbIM = B

HWH(POPMAIIMOHHOM CHCTEMe, HEOOXOIUM /Uil BBIIOMHEHHUS CILy)K€OHBIX (TPY/IOBBIX)
00s13aHHOCTEH, IOMYCKAIOTCS K COOTBETCTBYIOLIUAM [IEPCOHAIBHBIM JTaHHBIM Ha
OCHOBaHHH CIIUCKA, YTBEPXKIECHHOIO ONEPATOPOM MJIH YIIOJHOMOYEHHBIM JTHI[OM.

: OnepaTopLI M MHBIC JIMLA, ITOJYYHUBIINWE AOCTYII K IMEPCOHAIBHBIM JaHHBIM, 00s13aHBI

HE pacKpeIBaTh TPETBMM JIMLAM W HE pPaclpOCTPaHATh MEPCOHAIbHBIE AaHHBIE 0e3
Cormacus CyObeKTa IepCOHANBHBIX JIaHHBIX, €CIM WHOE He MpeLyCMOTPEHO
(beneparbHBIM 3aKOHOM.

. Kpyr nui, umeromumx noctyn K IIJIH, momkeH OBITH JOCTATOYHBIM TSI BHITOJIHEHMS

HETIPEPEIBHOX U Gecc6oiHOM 06paboTKM IepCOHANBHBIX NAHHBIX, U IIPH 3TOM GBITH
MaKCUMaJIbHO OTPaHUYEHHBIM [IJIsl CHIDKEHHS PUCKOB yTEYKH MH(OPMAIIHH.

. CriMcok  MOXeT mpencTaBiATh COGON IepeYeHb CTPYKTYPHBIX IOAPa3eNeHHil,

HETOCPEJICTBEHHO COOMpAaoIUX M 00pabaTHBAIOIMX MEPCOHANBHBIE IaHHBIE C
00513aTeNbHBIM yKa3aHHEM TPETBHMX JIHI, UMEOImHX HocTyn K [1/[H, mu6o IepeYeHb
KOHKPETHBIX JIUII, OCYLIECTBIAIOIUX cO0p 1 06paboTKYy.
Crucok nomkeH 6BITh yTBEPIKAEH COOTBETCTBYIOIIMM MPHKA30M H JOJDKEH COZIepKaTh
CIIEyIOIINe NaHHbIE:

a) ®UO/momKHOCTD LA,

6) pecypc I[1/1g;

B) JaTa IOJIy4YeHHs JOCTYIIa;

I) POCIHCH B YBEOMJIEHHH O JIOCTYTIE;

1) JaTa IpeKpalleHus J0CTyIIa;

€) POCIIKCH B yBEJOMIICHHH O IIPEKPAIeHHH JOCTYIIA.

Onpenenenne KOHTpoIHPYeMoii 30HbI M OMelIeH T 06PaGOTKH NEPCOHATBHBIX
AAHHBIX

- KonTponupyemas 30Ha - 3T0 MPOCTPAHCTBO (TepPHUTOPHS, 3[aHHE, YaCTh 3LAHHS), B

KOTOPOM  HCKIIOYEHO HEKOHTPOJHpyeMOe TMpeObIBaHME JHI, HE WMEIOIINX
IIOCTOSIHHOT'O MJIM Pa30BOTO JOIMYCKa, ¥ IIOCTOPOHHHUX TPAHCIIOPTHBIX CPEJICTB.
KonTponupyemast 30Ha MOXeT OrpaHHYHBATECS [IEPUMETPOM OXPaHSEMOil TEPPHTOPHE
YaCTUYHO, OXPaHAEMOH TEPPUTOpHEH, OXBATHIBAIOIIEW 3[aHHMs M COOPYKEHHS, B
KOTOPBIX IPOBOAATCS 3aKPBITBIE MEPOIPHATHS, 4YaCThiO 3[aHUM, KOMHATOMH,
KaOMHETOM, B KOTOPBIX TPOBOJSATCS 3aKPHIThle MEPONPHATHS. KOHTponupyemas 30Ha
MOXET yCTaHaBJIMBATHCS pa3MepoM Oollbllle, YeM OXpaHseMas TEpPHTOPHs, IIPU ITOM
OHa JOKHA ODecredrBaTh IOCTOSHHBIA KOHTPONIh 33 HEOXPAHSEMOM YACTHIO
TEPPUTOPHUH.
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- Ilepeyens nmomewmennit 06paGOTKH MEPCOHATBHBIX IAHHBIX OIpEENSETCS I[Mprkazom

. TeppuTopust KOHTpPONHpYeMOH 30HEI  OmpesessieTcs Ilpuxazom (unM WHBIM

BHYTPEHHUM HOPMaTUBHBIM aKTOM) 3aBexytoinero MBJIOY Ne37 "Konokoap4uk'.

. IlomemenusiMu 06paboTku NIEPCOHANIBHBIX JAaHHBIX SIBISIFOTCS BCE ITOMEIEHHS Ha

Teppuropur  Konrponupyemoit 30us1 MBJIOY Ne37 "Konokonbunk", B KoTOphIX
colepxarcs:

a) cepsepa obpaborku I1/IH;
6) cucTeMBI XpaHeHHUs HaHHBIX, conepxamux [1/{x;
B) CHCTEMBI Pe3epPBHOIO KOIIMPOBAHHS CHCTEM 06paboTtku u xpanenus [1]1H;

T) CHCTEMBI 3allUThl HHPOPMAIHY;
X) CTaHUMM BBOJa, 06paboTku, mpocmotpa I1/1H. |

(MM WHBIM BHYTPEHHHM HOPMATHMBHEIM aKTOM) 3aBenyromero MBJIOY Ne37

"Konokonpuuk".

- Pasmernenne HHOOPMAIMOHHBIX CHCTEM, CIENHANbHOE OGOPYIOBAaHHE W OXpaHa

NOMEIIEHUH, B KOTOPBIX BEZETCsS paboTa C MepCOHANBHBIMU NaHHBIMH, OpraHH3alus
pexxuma obecniedeHus 6e30MaCHOCTH B 3THUX MOMELIEHHSX JOIKHBI 06eCHe‘-II/IBa‘TI>
COXpPaHHOCTb HOCHUTENICH MEPCOHANBHBIX JaHHBIX U CPEJCTB 3aIlUTHI HHpOpMaLWH, a
TAlOKe  HCKIOYAaTh  BO3MOXHOCTH ~ HEKOHTPOJMPYEMOTO IPOHHKHOBEHHS  HJTH

Hpe6BIBaHI/I}I B 9THUX IIOMEUICHUAX IIOCTOPOHHHUX JIUILI.

Onpeue.nemle NnpaB A0CTyna JIML, HMEIIHX AOCTYII K oﬁpaﬁo'rke lIEpCOHaJleL;»lX
JAaHHBbIX

: HpaBa A0CTyIla JIHI[, UMEIOIIUX AOCTYyIl K 06p860TKe TNEPCOHAJIBHBIX lIaHHBE(;

ONpPEACNSAIOTCS B HEOOXOAMMOM W JOCTATOYHOM OOBeMe s OCYILECTBJIEH!
obpabotku. IlpemocTaBneHne mnpaB peamu3yeTcs OTBETCTBEHHBIM 3a obecreyenue
0€30IaCHOCTH MEePCOHANBHBIX JaHHBIX. O6beM HeOGXONUMBIX IpaB oIpeaenseTcs
OTBETCTBEHHBIM 32 OpraHM3alMi0 paboT MO 3alMTe IEPCOHANBHBIX MAaHHBIX 10
YCTHOMY COIJIaCOBaHHIO C PYKOBOAUTENEM IIOJpa3Ne€HHs, OCYLIECTBISIONIEro
obpabotky IT/]H.

Onpenenenne npas JocTyna JinL, HMEIOIWMX J0CTYN K CONMPOBOKICHHUIO CHCTEM
3alIMThI H 00pabOTKH MEePCOHANBHLIX JaHHBIX

. HpaBa AOCTyIIa JIML, HMEKIIMX OOCTYIl K COIIPOBOXIACHUIO CUCTEM 3aIlUTHI H

00pabOTKM NEpPCOHANBHBIX AaHHBIX, OIPEAENIAIOTCS U3 COOOpaKeHHW paszeseHus
ponel obecrieyenust 6e€30MaCHOCTH NEePCOHANBHBIX NaHHBIX U obecriedeHuss paGoTh
CHCTEM 00pabOTKH MIEPCOHATIBHBIX JaHHbIX.

. Ponp  obecrieyenus 6GesomacHocTr (aamuHHCTpaTop 6esomacHocTH IIJ[H) HOmDKHA

PeaTM30BEIBATE ClIEAYIOIIUEe QYHKIIMH:
a) Aynut noctyna (OpraHM3aLHOHHBIN ¥ MHCTPYMEHTAIbHBIN).
0) Hasnauenwue npaB mocryna.
B) YCTaHOBKa U yjanenue u3 cucrems C3U.
r) Ympasnenue Hactpoiikamu C3U.



. Pomb  obecneuenuss pa6oTer  cucrem 00pabOTKM  MepCOHANBHBIX  JaHHBIX

(aIMHHHUCTPATOP MH(OPMALMOHHON CHCTEMBI) MOMKHA PeaM30BEIBATE ClIEAYIOLIHE
byHKIMM:

a) YCTaHOBKa U y/laleHHe CPEICTB obpabotku IT]1H.

6) Ynpasnenue nacrpoiikamu cpeacts obpaborku IT]H.

B) YCTaHOBKAa M yJaleHHe BCIIOMOTATEeTbHBIX cpencts obpaborku II/IH u He
CBSI3aHHBIX C 00pabOTKOM cUCTEM.

) YnpaBleHHe HACTPOMKAMH BCIIOMOTATeNbHBIX cpenacts obpabotku IT/IH u He
CBSI3aHHEIX ¢ 00pabOoTKOM CHCTEM.

IIpaBa nocTyna pernamMeHTHpYROTCS COOTBETCTBYIOLIAMHE BHYTPEHHUM HOPMATHBHBIM
aKTOM: MaTpHIIeH TOCTyIIA.

3. HpOCKTHpOBaHHe CHCTEMBbI 3aIIIHTHI IEPCOHAJILHBIX JaHHBIX

34 Onpenesienne yrpos GezonacHocTH nepcoHa bHBIX JAHHBIX

. Ompezenenne yrpo3 Ge30macHOCTH IIEPCOHAIBHBIX JAHHBIX OCYILIECTBIISIETCS B

\
coorBeTcTBUM C IlocraHoBnenwem mnpasurenscTBa Nelll9 ot 01 HOs10pst 2012,

Ilpukazsom ®OCTDOK Poccum Ne 17 or 11 ¢eBpans 2013r. B cnexncreue
BBIICYKA3aHHOTO ~ TpeOyercss  paspaGorath «Mogenb  yrpo3  6€30MacHOCTH
TIEPCOHAIIBHBIM NaHHBIM» Ha kaxxayro UCIT/Ix.

- Monens yrpos paspabateiBaercs B cootBeTctBMH ¢ PJI «BazoBas Momenb yrpos

0€30MaCHOCTH IePCOHANBHBIX NAHHEIX IIPH HX o6paboTke B MH(OPMAIHOHHbIX
CHCTEMax MepCcoHalbHBIX HaHHBIX» OCTIK Poccum. OueHka puCKOB HOIDKHA
IIDOU3BOAMUTCH KaK COBOKyITHAs 3KCIIEPTHAs OLIEHKA CIIELMAIUCTOB IO OOECIEYSHHIO
0€30I1aCHOCTH ¥ CIIELUANKCTOB 110 06eCIeYeH IO PabOTEI CHCTEM 06pabOTKH TaHHBIX.

3.2 Knaccupukanusi uHGOpMaIHOHHOM CHCTEMBI NMEePCOHAIbHBIX JaHHBIX

[a—

. Knaccudpukanus nposoaurcest Komuccuei (cm. 1. 2.1).

ITo pe3ynbTaTaM aHajli3a HCXOIOHBIX JaHHBIX YPOBE€Hb 3alIUIIIEHHOCTH (KJ’IaCC)
HH(bOpMaHHOHHOﬁ CHUCTEMBI IIEPCOHAIBHBIX OaHHBIX OIIPENCIIAETCS HA OCHOBE MOJIEIH
yrpos Oe3omacHOCTH IIEPCOHATIBHBIX HOAaHHBIX B COOTBETCTBHU C METOOHUYECCKUMH
AOKYMEHTaMHU.

33 Bri0op cpeacTB 3aMThl NEPCOHANBHBIX JAHHBIX

- CpezicTa 3amuTel MHGOpPMALKK, NPAMEHSEMble B HHPOPMALMOHHBIX cUCTeMax, B

YCTaHOBJIEHHOM IOPSIIKE MPOXOMAT MPOLENYPY OLEHKH COOTBETCTBHSI.

- Ha Ttepputopun P® enuncTBeHHONH (HOPMON OLEHKH COOTBETCTBHS SBJISETCS

CepTH(HKaLKs Ha COOTBETCTBHE TPeOOBaHHAM 6E30MaCHOCTH uHpopmanmu OCTIK
Poccun u ®CB Poccun.

. Beibpannbie C3U nomkHEI 06GecrieunBaTh HeHTPaTH3aLMIO BCeX YTPO3, BEISIBICHHBIX B

MOZ€IA yrpos3 Oe3omacHOCTH IIEPCOHAJIBHBIM JaHHBIM.

- Hepeuens Buenpennsix C3U u CK3U nomkeH GBITh OTpaykeH B JKypHaIlaX, BeyLAXCs

OTBETCTBEHHBIM 3a 0OecredyeHre 6e30macHOCTH [NEPCOHAIBHBIX TAaHHEBIX.



3.4

OuneHka COOTBeTCTBHS CHCTEMBI 3alHThl TPEOOBAHUAM IO HHPOPMANHOHHO#
0e30macHoOCTH

OueHka COOTBETCTBUS BHEAPEHHOM CHCTEMBI 3aIAThL TIPOBOJMTCS C MCIIOJIB30BAHUEM
CepTHOULMPOBAHHEIX B cucTeMe cepTudukammn ®CTIK Poccun HHCTPYMEHTAIBHBIX
CPEACTB C OQOPMIECHHEM 3aKIIOYEHMS O TOTOBHOCTH CHCTEMBI 3AllATHl MK

IIDOBEICHUN aTTECTAllMOHHBIX HCIIBITAHUM C TNpHBiIeYeHHeM munensuata DOCTIK
Poccuu.

. B ciiyuae arTecTaiuy, py ycrnelmHbIX HCIBITAHASIX BBIIAETCS ourmaneHeii ATTecTar

coorsercTBUs MICI1/IH TpeGoBanmsM 1o GezomacHocTH HHMOpMALHK.

4. OGecneueHne Ge30MaCHOCTH NEPCOHAIBHBIX JAHHBIX

4.1 Hndopmauuonnbie pecypebl, coaepkaiye nepcoHaJbHbIe JAHHbIE

. MIHopMaumonHble pecypchl, colepxkalllie MepCOHANBHBIE NAHHbIE, TOIKHBEI GBITH

060cO6NIEHBI ¥ He IIepeceKaThes ¢ MHPOPMALMOHHBIME pecypcamu cucteM o0paboTKH
MHBIX cucTeM. O00co6ieHre JOMKHO 0GecreurBaThCs OpraHU3aMOHHBIMU MepaMu,
MepaMK (pU3MYECKOH 3aIlUTEI H CPeICTBAMHE 3alIHTH MHPOPMALIUH.

. MiHpopmaimonnble pecypcsl cospmatorcs mis  o6paGoTKH, XpaHEeHus, Tepenayn

uH(bopMaiuy, conepxaei I1JIH U 06beIuHEHHBIX OTHOM LIeJTbIO 06paboTKu.

4.2 Ilepenaua nepcoHaJLHBIX JAHHBIX

. Ilox mepenavell mepcoHANBHBIX JAHHBIX CYOBEKTa MOHMMAETCS pacnpocTpaHeHHe

I/IH(I)OpMaIII/IIrI [0 KaHaJIaM CBSI3U U Ha MaT€pHAIbHBIX HOCUTEIIIX.

. Ilpu nepenade mepconamsHbIX naHHBIX paboTHHKE MBJIOY No37 "Komokompuuk"

AOJDKHBI COOJIIOIATh ClIeyroLIne TPeGOBaHUS:

a) He coobmare mepcoHanbHble NaHHBIE CyOBEKTa B KOMMEpPUYECKHX LIEJAX.
O6paboTKa NepCoHANBHBIX TaHHBIX CYOBEKTOB B LENIX IIPOJBMXXEHHS TOBApOB,
paboT, ycmyr Ha pBIHKE IyTeM OCYILIECTBIECHHUS IIPSIMBIX KOHTaKTOB C
MIOTEHIHATBHBIM IIOTPEOUTENIEM C IOMOIIBIO CPEJICTB CBSA3M HE JOIYCKAeTCs .

6) OcymecTBiATs mepenady NepCOHATBHBIX JaHHBIX CyOBEKTOB B mpejenax
MBJIOY Ne37 "KonoKoJbYHK" B COOTBETCTBHH C HACTOSIIHM [MonoxenueM,
HOPMaTUBHO-TEXHOJIOrMYECKOM JNOKyMeHTalueH 51 JIOJDKHOCTHBIMH
UHCTPYKIHASMH.

B) Paspemats 1ocTym K HepCOHANBHBIM NAHHBIM  TONIBKO CITeIHATBEHO
YIOITHOMOYEHHBIM JIMLIaM, IIPH 3TOM yKa3aHHBIE JIMIA JOJDKHBI MMETh IIPaBO
IIOTy4aTh TOJIBKO T€ IEPCOHANbHBIE TaHHbBIC, KOTOPBIE HEOOXOAUMBI MJISI
BBITIOJTHEHUS JOJDKHOCTHBIX O0sI3aHHOCTEH.

r) IlepenaBaTe nepcoHalbHBIE NaHHBIE CYGBEKTa IIPEJICTaBUTENSIM CyOBEKTa B
NOpsIZIKE, YCTaHOBJIEHHOM 3aKOHOJATEIHECTBOM | HOpMaTHBHO-
TEXHOJIOTUYECKON JOKYMEHTAallMedl U OrpaHHYMBATE 3Ty HHGMOPMALUIO TOJIBKO
TEMH II€pCOHAIBHBIMM JaHHBIMH CyObBeKTa, KOTOphlE HEOOXOIMMEI Js
BBITIOJTHEHUS YKA3aHHBIMU MIPEACTABUTEISIMH UX QYHKIMH.



4.3 Xpanerme H HCNOJIb30BaAaHHE NEPCOHAJIbHBIX JaHHBIX

. Ilon XpaHeHMEM NePCOHANBHBIX JAHHBIX TOHMMAETCS CYILECTBOBAaHUE 3aIMCEN B
MH(QOPMAIIMOHHBIX CHCTEMAX U Ha MATEPHAIbHBIX HOCHTEISIX.

. IlepconanbHele JaHHBIE Cy6BEKTOB 06pabaThIBAIOTCS 1 XPaHATCS B UH)OPMAIMOHHBIX
CHUCTEMaX, a TaKxke Ha OyMaxkHbIX HocuTensx B MBJIOY Ne37 "Konokoapauk".

. XpaHeHHe NePCOHANBHBIX JaHHBIX CY6BEKTa MOKET OCYILECTBISTECS He JOJIbIIIE, YeM

3Toro TpebyroT memu 06pabOTKH, eCli MHOE He MpexyCMOTPEHO (beneparbHBIMU
3aKOHaMH.

S. Iopsaok npegocTaB/ieHHs A0CTyNa K HH(OPMALHOHHBIM pecypcam,
colep:KalluM [epPCOHATbHbIE JaHHbIE

5.1 Ilopsizox npenocraBiieHHs A0CTyNa

. Tlopsinox mnpenocraBneHust HOCTYma COTPYIHHKAM, OCYILECTBISIOLIAM 06paboTKy
II/TH, HO/DKeH GBITH PETIaMEeHTHPOBAH BHYTPEHHHM HOPMATHBHEIM akTOM (cM. II. 2.5).
- BMBJIOY Ne37 "Konokonsunk" nomksa GITh paspaborana «HCTPYKIHS 110 YUETY
ML, MOMYIIEHHBIX K paboTe ¢ NEepCOHANbHBIMH NAHHBIMHY», MAaTpPHIEl JOCTYIA Ha
kaxgyro WCII[MH, «MHCTpyKnus monmb3oBarens 1o o6paloTKe IepCOHAIBHBIX
JaHHBIX).

. B obmemM Bujie MOPSIOK JOCTyIa HOBBIX COTPYIHHKOB JOIDKEH OCYLIECTBISATHCH MO
CIenyIolleH cxeme:

a) IlpuHAMaeMBIi COTPYAHHK B COOTBETCTBHH C 3aHHMAeMOM JOIKHOCTBIO M
IIprka3zoM O CIHCKe ML, MMEIOIINX noctyn k obpaborke IT[[a (cm. m. 2.5)
HaZIeNIAETCA IIPaBoOM J0cTyma k o6padoTke IT/1H.

6) Cotpyznuuk o3HakammmBaeTcst ¢ «[IpHKa30M O CIIMCKe JIMII, IMEIOIIKX JOCTYI K
obpabotke II[E», «OO6s3aTeNbCTBOM O HepasTJIamleHHd HHGMOPMALHK
KOH(HUIeHIMaNbHOro XapakTepa» [Tonoxenusmu 1 MHCTpYKIMAMHE 0 paboTe ¢
NIEPCOHATILHBIMH JTaHHBIMHM M CTaBMT OTMETKH 00 o3HakomiieHuH B «XKypHaie
HUHCTPYKTaXka IIepCoHaIa.

B) Corpynnuk pacnuceiBaercss B «JKypHane ydera I, MMEIOIMX HOCTYN K
obpaborke [1/[n», momydas DOCTYH K COOTBETCTBYIOIIMM HH(MOPMAIIHOHHBIM
pecypcam.

5.2 Ilopsinok npexpamenus aAocTyna

. B ob1em Bujie MOpsAIOK IpeKpaIeH s JOCTyIa COTPYAHAKOB (B CBS3H C YBOIbHEHHEM
WA WHBIM TIpUYMHAM OTCYTCTBHs HeobxommmoctH 06paborku IIJIH, ucmomb3ys
KOHKPETHBIH HH()OPMalMOHHEIH pecypc) NOMKeH pacmucathes B «KypHane yuera
JIML, KIMEIOIINX KOCTyn K 0bpabotke I1/1H», yka3aB naTy npekpaiieHus OCTyIa.

6. AynuT Ge3omacHOCTH cHcTeM 00paGoOTKH NepCOHATBHBIX AaHHBIX

6.1 Buabl ayaura

. Aynur 6€301aCHOCTH NPOU3BOAMTCS OTBETCTBEHHBIM 3a OGecredeHHe 6e30MacHOCTH
TIEPCOHANBHBIX JAHHBIX PEryJSpHO, & TAKXKe B CUTYalHsiX, TPEOYIOIMX MPOBEICHUS



PacCl€IoBaHMUs  MHLUHUIEHTA, CBA3aHHOIO C  HapylleHHeM HH(MOPMAIMOHHOM
6e30macHOCTH.
2. OTBeTCTBEHHEBIN JOMKEH PYKOBOICTBOBATHCS MHCTPYKLHMAME U [IpaBUJIAMHU:
a) IlpaBuia napoabHOM 3aIIUTEL.
0) IlpaBuna aHTMBUPYCHOM 3aIIUTEL.
B) IlpaBuna OGHOBNEHHS OGLIECHCTEMHOrO ¥ MPHUKIAJHOTO IIPOIPaMMHOTO
obecnieuenuss UCII/IH.
r) Ilopsmok paGoTEI C 3MEKTPOHHBIM KYpHAIOM obpaleHuii Mmons30BaTele
UHGOPMaIMOHHOM cucTeMsl K [1/IH.
n) Ilopsmok npenocTaBieHus: HHGOPMAIHHL.
e) Ilopsanok paccrnenoBanus HHLIKMAEHTOB 6E30MACHOCTH.
x) ITopsimok  mprocTaHOBKM mpemocTaBieHus nocTyma k IIJJH B cmydae
OOHapy>XeHHUs HapyIIeHU MopsiaKa uX 06paboTKH.
3) MHCTpYKIMS IO OpraHM3alMy pe3epBUPOBAHHUS M BOCCTAHOBJICHHS.
3. AyIuT COCTOMT M3 NTACCHBHBIX M aKTUBHBIX MEP KOHTPOJIS.

6.2 IIpoTokoIMpoBaHHe H MACCHBHbINA ayIUT

l. TIpoTokonupoBaHWe W TACCHUBHBIA ayAWT NpeIHA3HAYEHHl JUII OCYLIECTBIEHHS
KOHTpOJIsl 3a Haubonee KPUTUYHBIMH KOMIIOHEHTAMH CETH, BKIIIOYAIOUIUMH B cebs
CepBephl NPUIIOXKEHHH, 623 JaHHBIX ¥ IIPOYHE CETEBBIE CEPBEPhI, MEXKCETEBbIE SKPAHEH,
pabouve CTaHIMH YIpaBIEHHsS CEThI0 M T.JI. KOMIOHEHTBI STOW IIOACHCTEMBI
OCYIIECTBJIAIOT IPOTOKOIMPOBAHME, IEHTPATM30BaHHEIA COOp W aHaIW3 COOBITHH,
CBA3aHHBIX C 0€30MacHOCTHIO (BKIIOYas MNpENOCTaBIEHHE JOCTYIA, IOIMBITKHA
ayTeHTH(QUKALUK, U3MEHEHHE CHCTEMHBIX [ONMTHUK ¥ TI0Nb30BaTEIbCKUX TIPHBUIIETHI,
CHCTEMHBIE COOH U T.1.). OHM BKITIOYAIOT B cest Kak CpeJCTBa 3allUThl HH(MOPMALHH,
TaK ¥ BCTPOCHHBIE CpeAcTBa, uMeroIuecs B coctabe OC, CYB]I, nmpuioxeHuii 1 T.II.
ocymecTBisitolie 06paboTky IT/JH U mpenHa3sHa4YeHHblE I PETMCTPAIAM COOBITHIA
be3onacHocTd. Bee maHHBIE ayuTa MOCTYNAOT Ha BBINENEHHbIH CepBep ayauTa, IIe
OCYIIECTBIIIETCS MX XpaHEeHUe U 06paboTKa.

2. IlopcucreMa MacCUBHOTO ayAuTa GE30MACHOCTH BBINMOIHSAET CIEYIOINME OCHOBHBIE
GbyHKIUN:

a) OTCJIEXHMBaHHE COOBITHUIA, BIUSIONMX HA 6E30IIaCHOCTD CHCTEMEL,

0) peructpauus cOOBITHMH, CBA3aHHBIX C GE30MACHOCTBIO B JKypHAJIe ayIHTa;

B) BBIBIIEHHE HapylIeHWH G6e30NacHOCTH, IyTeM aHauM3a JaHHBIX JKYPHAIOB
ay[MTa OTBETCTBEHHbIM 3a obecmeueHue GesomacHoctd IIJIH B (oHOBOM
pexume.

3. CpezcrBa NMPOTOKONMPOBAHMSA M ay[WTa HOJDKHBI TPUMEHATHCS HA BCEX pybexax
3alllMTHI B CIEAYIOEM 00beME:

a) Ha pyGexe 3amuThl BHEIIHEr0 IEPUMETPA JOJDKHBEI IIPOTOKOIHPOBATHCS
CIIELlyIOIIUEe COOBITHS:

— HHQOpMAUKs O COCTOSHMM BHELIHEr0 MapupyTusatopa, MD, cepBepa
YAQJIEHHOI'O TOCTYIa, MOJIEMOB;

— JEHCTBUS  BHEWIHMX I[OJb30BaTeNlel 1m0 paboTe ¢  BHYTPEHHHMH
HMH(GOPMaIIMOHHBIMH PECYPCAMHE;



— JEHCTBHS  BHYTPEHHHX TIONb30BaTenedli 1mo pabore ¢  BHENIHHMH
HH(pOPMaLIHOHHBIMK PECYPCAMU;

— TOMBITKK HapyLICHHUs IPaBMJI pa3rPaHUYeHHs JOCTyNa Ha MD;

— JIEWCTBHS aIMHHUCTPATOpoB MD.

6) Ha py6exe 3ammrsr cepBepoB W paGoumx CTaHLMI CpeICTBAME MOACHCTEM
aynura 6ezonmacHoct OC IOMKHO obecreynBaThCs IIPOTOKOJIMPOBAHHE BCEX
CHCTEMHBIX COOBITHH, CBS3aHHBIX C GE€30IIACHOCTBIO, BKJIIOYAs yA@4HBIE H
HEYJayHble€ IOMBITKH PETHCTpalMK IIOJb30BaTeledl B CHCTeMe, IOCTYN K
CHCTEMHBIM pecypcaM, H3MEHEHUE TTOJTUTHKH ayIuTa U T. II.

B) Ha ypoBHe mnpunoxeHmit HO/DKHA 0GECHIEYMBATHCS PETHCTPALs COGBITHI,
CBSI3aHHBIX C UX (yHKIIMOHMPOBAHUEM, CPEACTBAMM THX IIPHIOKEHHUIL.

4. DbheKTUBHOCTE (QYHKIMOHHPOBAHUS CHCTEMBI TACCHBHOTO ayIHTa GE30MACHOCTH
OIIpeNeNsIeTCs CIEAYIONIMMHA OCHOBHBIMHU CBOMCTBAMM 3TOM CUCTEMBI:

a) HalM4¥e CPeACTB ayauTa, OOECIeYMBAIOIIMX BO3MOXKHOCTH BBIGOPOYHOTO
KOHTPOJIA JIIOOBIX IPOUCXOASINMX B CHCTEME COOBITUH, CBS3aHHBIX C
6€30IMacHOCTEIO;

0) HanuuuWe CpPeACTB LEHTPAIM30BAaHHOIO YIPABIEHHS JKypHANTaMH ay/uTa,
TOJIATHKOH ayAWTa W LEHTPATM30BAHHOIO aHANW3a NaHHBIX ay[uTa [0 BCEM
KOHTPOJIUPYEMBIM CUCTEMAM;

B) HENPEPBIBHOCTH KOHTPOJIS HaJl KpUTUYHEIMH KoMroHeHTamu JIBC Bo BPEMEHH.

6.3 AKTHBHBIH ayIuT

1. AXTHBHBIM ayauT 6e30macHOCTH TNpeNHa3’HAyeH Uil aBTOMATUYECKOrO BbISBICHUS
HapylIeHu# 6e30nacHOCTH KpUTHYHBIX KoMmonenToB MICIIJ[H 1 pearupoBaHys Ha HAX
B pexume peanbHOoro BpemeHH. K umcmy xputwunbix kommonenToB MCII/IH, c
HauOOJIbIIEH BEPOSTHOCTBIO MOJBEP)KEHHBIX aTAKaM CO CTOPOHBI 3JI0yMBIIIIEHHUKOB,
OTHOCHTCS BHEUIHWH 3allMIICHHBIA LUIO3 B CeTh VIHTEpHET, cepBep yAaleHHOIro
J0CTyTIa, CeEpBEpHasd rpynna 1 pabodnie CTaHIIUHU YIIPaBIEHHS CETHIO.

2. lns  cOopa wWHpOpMaMM M peardpoBaHHUS HA WHLOUAEHTHl HUCIHOJB3YIOTCS
CepTUQUIMPOBAHHBIE CPEICTBA aHANM3a 3aIUMIIEHHOCTH CETEH, ONeparMOHHBIX
CUCTEM.

3. AHanu3aTop CeTeBOro Tpaduka JOKeH 00OHAPYyKHMBATh M3BECTHBIE THIIBI CETEBBIX aTak
IIPH MTOAKIIOYEHHH K CETSIM MEXTyHapOIHOTO OOMeHa.

4. Ananu3 3alIMIIEHHOCTH JOJDKEH IIPOBOAMTBCS IIyTeM OSMYyISIUM JeHCTBHIA
BO3MOXXHOI'O 3JIOYMBIIIJIEHHAKA II0 OCYLIECTBICHHIO YIAJIEHHBIX arak, a TaKke
CpeACTBa CUCTEMHOTO YpPOBHS, M IIpeJHa3HaueHHbIE MJIs aHalli3a MNapaMeTpOB
KOH(UIYypallMi ONEPAllMOHHBIX CHUCTEM U IMPUIOXKEHHH, BBISBIECHHS YA3BUMOCTEIA,
KOPPEKIMM KOH(QUIYypallUOHHBIX IMApaMeTPOB M KOHTPOJS HM3MEHEHHS COCTOSHHS
OIIEPAaLIMOHHBIX CUCTEM U MIPUIIOKEHHUH.

5. CpenctBa aHanM3a 3alUINEHHOCTH CHCTEMHOIO M  NPHUKIAAHOTO  ypOBHEH
IIpeIHa3HAYEHBI JJIS pEeLeHUs CIeAYIOIHUX OCHOBHEIX 3a/1a4:

a) aHalM3 IapaMeTPOB KOH(UTypalliK ONEPAllMOHHBIX CHCTEM M IPHIIOKEHUH I10
I1a0JIOHaM C LENBIO BBISBIEHHUS YS3BUMOCTEM, CBS3aHHBIX C MX HEKOPPEKTHOM



HaCTPOWKOH, ONpeeeHHs] YPOBHS 3aIlUIIEHHOCTH KOHTPOJIUPYEMBIX CUCTEM H
COOTBETCTBUS ITOJIMTHKE 6€30I1aCHOCTH OpPraHU3aALUH;

6) KOppeKLHs KOH(MUIYpALHOHHEIX [IapaMeTPOB ONEPALIMOHHBIX CUCTEM W
IIPUAJIOKECHUH;

B) KOHTPONb M3MEHEHHsS COCTOSHHS OINEPALOHHBIX CHCTEM U IPUIIOKEHUH,
OCYIIECTBISIEMBIH Ha OCHOBE MIHOBEHHBIX CHMMKOB MX MapaMeTpoB |
aTpubyTOB (haiios.

. Cpencrsa KOHTPONS 3aINUINEHHOCTH CHCTEMHOTO YPOBHSL JOJKHBI BBIIOIHSTE

IIPOBEPKN  NPUBHIETHH IIONBb30BaTENeH, IIONHTUK YIPABIEHHS TMAPOSIMH W

PCTUCTPAlHOHHBIX 3alMCeH IIONIb30BaTeNlel, MapaMeTpOB IIOACHCTEMBI PE3EPBHOTO

KOIIMPOBaHKA, KOMaHIHBIX (aioB, NapaMeTpPOB CHCTEMBI 3IEKTPOHHON IIOYTHI

HaCTPOMKU CUCTEMHBIX YTHIIUT M T.II.

7. PacciieqoBaHHe HHIMAEHTOB HH(OPMALHOHHOM 6e30MacHOCTH
FM | Ilopsigox perucrpanuu

. Mcrounukom umHpOpManmy o6 WHUMOEHTe MH(DOPMAIMOHHONW GE30MACHOCTH MOXKET
CILyXUTh CJIeAyIOIIEe:

a) coobuwenus pabotHukoB, geredt MBJIOY Ne37 "Komokonbuuk”, ux poauTeneu
WK ONEKyHOB, HampaBjieHHble B MBJIOY Ne37 "Komnokonpuuk" B BHIe
COOOIIEHHUH MO STIEKTPOHHOM 10UTe, CIIyKeOHBIX 3aIHCOK, IIUCEM, 3asSBICHUH U
g 1591 P

6) yBemomiIeHHs/COOBIIEH s OPTraHOB, OCYIIECTBISFOLIHX KOHTPOJIb UK HAaI30p 3a
nesaTenbHOCTEI0 MBJIOY Ne37 "Konokonpuuk"

B) JaHHbIE, OTyYeHHBIE HA OCHOBAHHMH aHATH3a XKYPHAIOB C3I1/H.

. Ilpu nomyvenun coobmeHus o6 WHUMAEHTE MHPOPMAIMOHHON 6€30MacCHOCTH IO
NEKTPOHHOM MOYTe WM MO Tele)OHHOMY 3BOHKY HEOOXOOMMO YGEmHTHCS B
AOCTOBEPHOCTH ~ MOJNYYeHHOW MH(OpMAnuM (HAampuMep, IIyTeM COBEPIICHHs
«00paTHOro» 3BOHKA IO YKA3aHHBIM B COOBIIEHHH TelehoHawm, IIPOBEPKU JAHHBIX
YKa3aHHBIX B IIOJIHCH COOOLIEHHMS UITH Ha3BaHHbIX [IPH 3BOHKE).

CoTpynHuk, momy4uBIIHi WHGOPMALKIO 06 MHUHMIEHTE, NOJKEH COOBIIUTD 06 ITOM
aaMUHHUCTpaTopy 6eszonacnocty I1/IH. AxmunucTpaTop 6e3omacHocTd I1/[H coobimaer
00 MHUWMIEHTEe OTBETCTBEHHOMY 3a OpPraHH3alHI0 paboT 1o obpaborke [1[IH wu
Ha4yaJIbHUKY NIOAPA3/IEJIEHHUs, B KOTOPOM CITyYHJICS MHITUIEHT.

. Bce uWHIMAEHTB! HWHGOPMAIMOHHONW 6E30MacHOCTH JOJKHEI PErUCTPUPOBATECSA B
KypHalle ~ DETMCTpallM¥  HEIUTaTHBIX  cuTyauuid. JKypHan — MHIMIEHTOB
MH(OPMALIHOHHOM Ge30MaCHOCTH JOJDKEH MOCTOSHHO aKTyalu3HpOBATHCS.

7.2 IMopsinox pa3dopa

. Pasbopom wunuMneHToB MHDOpMaumOHHON 6e3omacHocTH 3aHuMaercs Kowmmccus,
Ha3sHavaeMas B COOTBEeTCTBUM C Ilopsinkom mpoBeneHus ciy:xeGHOrO paccleoBaHHUs,
HapylIeHWH pexxuMa HHpopMarroHHow 6e3onacHoctr MCIT .

. Ilocne cGopa wuHGbOpPMAIMKM OTBETCTBEHHBIM 3a OOecHeueHHe 6e30MacHOCTH 110
VHIHUIEHTy Komuccus aHanmmsupyer Bce maHHBIE 06 OGCTOSTENBCTBAX HHITMICHTA



(BIIeKTpOHHBIe IMAUCbMa, JIOTH I/IH(bOpMaL[I/IOHHBIX CHUCTEM, IIOKa3aHUusda COprJIHI/IKOB Hu
ap.).

. Komuccus ob6s3ana YCTaHOBUTH HUMEJIA JIU MECTO yT€UKa CBEeACHHUU U o0CcTOsATENLCTBA

en COIIYTCTBYIOIIME, YCTAHOBHUTH JIMIlA, BUHOBHBIE B HapyII€HWH NpearnrucaHHbIX

MEpOTpUATHH 110 3amure WHOOPMALMH, YCTAHOBUTh TNIPHYHHBI W  YCJIOBHS,
CIIOCOOCTBOBABIIIHE HAPYLIEHHIO.

. Ilo oxoHuaHum pasbopa WHIHAEHTa HHGMDOPMALMOHHON 6E30MACHOCTH KOMUCCHEH

OpopMIISIeTCS OTYeT, B KOTOPOM YKa3hIBAIOTCS OCHOBHBIE «KOHTPOJIBHBIE TOYKM»
VHLHJICHTA.

Ortuer npemoctapnsgercs 3aBenyromemyMBJIOY Ne37 "Komokombuwk". B koHIe
OTHETa YKa3bIBAaCTCs IPHYMHA BO3HUKHOBEHMS UHIWAEHTA W IPEIIOKEHHUS 10
HEJIOMYIEHHIO TI000HBIX UHIIMIAECHTOB B OYIyLIEM.

Ilocne oxoHYaHust paccrnemoBanuss KOMHMCCHS TpPUHMMaeT peIleHHE O HAKA3aHHH
BHHOBHBIX JIMII M COTJIACOBBIBAET PEILICHHUE C 3aBeIyIOIIUM.

IIpenocrasienne nHGpopmManuu no 06pameHnIo cy6beKTa nepcoHaIbHBIX JAHHBIX

CyOBeKT mNepcoHaNBHBIX MNaHHBIX HMeeT MpaBO Ha MOJyueHHe HH(OPMAIHH,
Kacarowlecst 00paboTKHU €ro NepCOHANBHBIX TaHHBIX, B TOM YHCIIE COMEpIKalIeH:

a) MOATBEpXIEeHKE (PaKkTa 0OPaGOTKH EPCOHAIBHBIX JAHHBIX ONEPAaTOPOM;

0) npaBoBble OCHOBAHHMS U LieJI 00pabOTKH IIEPCOHANBHBIX JaHHbIX;

B) LEJd M IpUMEHAEMbIe OIEPaTopoM CIoCoObl 06PaGOTKM IIE€pCOHATBHBIX
J@aHHBIX;

I) HAaMMEHOBaHME M MECTO HAXOXIEHHs OIepaTopa, CBENeHHS O Jumax (3a
HCKIIOYEHHEM pabOTHUKOB oIepaTropa), KOTOpPblE MMEIOT JOCTYI & K
NIEPCOHAIBHBIM JaHHBIM HJIM KOTOPBIM MOTI'YT OBITH PacKpBITHI IEPCOHAIBHbIE
JaHHBIE Ha OCHOBaHMM JIOTOBOpa C OIIEPaTOPOM MM Ha OCHOBaHUH
(benepaabHOro 3aKOHa;

1) obpabaTeiBaeMble TI€PCOHATBHbIE AaHHbIE, OTHOCAIIMECS K COOTBETCTBYIOLIEMY
CYyOBEKTY NEpCOHANBHBIX MaHHBIX, HMCTOYHMK HMX IIOJyYeHHsS, €CIM HHOH
NOPAAOK TMPENCTaBICHHMsS TaKUX HAHHBIX HE MPEIyCMOTpPeH (QeaepaabHBIM
3aKOHOM;

€) CpoKM 0OpabOTKH IIePCOHATBHBIX JAHHBIX, B TOM YKCIIE CPOKH MX XPAHEHHS;

) IOPSAZIOK ~ OCYIIECTBICHUS CyOBEKTOM IIE€PCOHAIBHBIX  JaHHBIX  IIPaB,
nperycMoTpeHHbIX DenepanbHbiM 3akoHOM OT 27.07.2006 Ne 152-®3 «O
IIEPCOHATBHBIX JaHHBIX);

3) uHGOpPMaNUIO 00 OCYIIECTBICHHON WM O MpPEAIoJiaraeMol TpaHCTPaHHYHOM
nepenaye JaHHBIX;

M) HaUMEHOBaHWE MIH  (aMWIMIO, WMs, OTYECTBO M  aJpec  JIMIa,
OCYLIECTBJIAIOMEr0 00pabOTKYy NEepCOHANBHBIX MaHHBIX [0 IIOPYYEHHUIO
oreparopa, eciu 06paboTka IopydeHa Wik OyAeT opyYeHa TaKoMYy JIHILY;

K) MHBIE CBEIECHUs, peaycMoTperHble DenepanbHbM 3akoHoM oT 27.07.2006 Ne
152-03 «O nepcoHaNbHBIX JaHHBIX)» WK IPYTHMH (HelepalbHBIMU 3aKOHAMH.



2. Bce obpamenns cy6bextos I1/]H 06pabaThiBAIOTCS B COOTBETCTBUM C YTBEPXKIE€HHBIM
PernamenTOM pearupoBaHus PaGoTHHKOB MBIOY Ne37 "Komokompuuk" Ha
oOpamieHus: CyGbEKTOB IIePCOHABHBIX JAHHBIX.



